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In our work on the application of cognition loop on the protocol stack, published in the proceedings of IEEE GLOBECOM 2010 

and IEEE MILCOM 2010, we used a probabilistic graphical modeling approach, Bayesian Networks (BNs), in order to create a 

representation of the dependency relationships between significant parameters spanning transport and medium access control 

(MAC) layers in single-hop and multi-hop wireless network environments. We made two key contributions: first, in single-hop 

networks, we created graphical models from historical data observed from the protocol stack and verified their usefulness and 

second, we created a BN consists of MAC and transport parameters and used that BN graph to estimate the possibility of 

network congestion.  That is, we exploit our BN models to face one of the problems of the TCP protocol, which does not have 

any mechanism to infer when congestion occurs in the network and therefore waits till some packets are lost for reacting to 

congestion in the network. Such a reactive nature of TCP leads to wastage of precious network resources like bandwidth and 

power. With the help of BN structure derived from network environment and current network state, we showed how to infer in 

advance the congestion state of the network. Additionally, we constructed BNs for different network environments by sampling 

network parameters on-the-fly in simulated network environments. We found that it is possible to predict the congestion state of 

network with quite good accuracy given sufficient training samples and the current value of the TCP congestion window.  

Conclusions of our results on this direction include: (i) BN is a useful tool for cognitive networking to determine, represent and 

exploit the probabilistic dependencies and conditional independencies between protocol parameters, (ii) exploiting BN, we can 

design an inference engine to accurately predict the behavior of protocol parameters, and (iii) we can obtain useful insights on 

the influence of the data size used for training on the accuracy of network parameter behavior prediction. 

This approach has been extended to out stack parameters in our work presented at IEEE ANTS 2010. Bayesian Networks 

(BNs) has been exploited for capturing the spatio-temporal factors in cognitive networks. In this work a BN makes use of 

historical network information to learn the network behavior across spatio-temporal-spectral dimensions and predicts best 

configuration for each Access Point (AP) in a Wireless LAN (WLAN) system. We further present the application of BNs for 

traffic prediction as well as channel selection in a cognitive WLAN scenario. Our results prove that the space and time are 

critical factors that can impact the performance of the network configuration. We noticed improvement in traffic prediction 

accuracy and channel selection accuracy, respectively, of 35% and 40%, when using space and time information.

In order to complete this line of research on cognitive networking, we analyzed also the traffic sensing and characterization 

block of our cognitive networking systemsin a work published in Elsevier computer Networks journal. We figured out that it is 

very challenging to perform traffic characterization in multi- channel multi-radio wireless networks. Due to the presence of 

network traffic in multiple channels, the existing count-based packet sampling methods demand continuous capture on each 

channel to be effective; this requires a dedicated wireless interface per channel, and hence the existing sampling methods 

require a very expensive infrastructure and have poor scalability. Time-based sampling methods, on the other hand, offer a 

cost-effective and scalable solution by reducing the amount and cost of the resources necessary to monitor and characterize 

the wireless spectrum.

The contributions of this work include the following: (i) a discussion of packet sampling techniques for traffic sensing in 

multi-channel wireless networks, (ii) a comparison of various time-based sampling strategies using the Kullback–Leibler 

divergence (KLD) measure, (iii) a study on the effect of the sampling parameters on the accuracy of the sampling strategies, 

(iv) development of sampling accuracy graphs for easing the process of best sampling scheme selection in multi-channel 

wireless networks, (v) the proposal of a new metric (traffic intensity) which estimates the busyness of channels by taking into 

consideration not only the successfully received packets but also corrupt or broken packets, (vi) implementation of time-based 

sampling in a prototype traffic sensor device for multi-channel traffic sensing in IEEE 802.11 b/g networks, and (vii) 

characterization of a campus IEEE 802.11 network environment in a spatio-temporal–spectral fashion using sampled traffic 

traces collected by traffic sensors.

The use of Bayesian Networks has been extended to a different scenario compared to those considered in the first year. 

Specifically, we studied their application to cognitive admission control in VoIP over IEEE 802.11 networks. In a paper we will 

present at GLOBECOM 2011, we address the problem of provisioning Quality of Service (QoS) to Voice over IP applications in 

a Wireless LAN scenario based on the IEEE 802.11 standard. We propose the use of a Cognitive Network approach to design 

a Call Admission Control (CAC) scheme, according to which each user stores relevant information on its past network 

experience and then uses such information to build a Bayesian Network (BN), a probabilistic graphical model to describe the 

statistical relationships among network parameters. The BN is exploited to predict the voice call quality, as a function of the Link 

Layer conditions in the particular scenario considered. Such prediction on the present and future values of the QoS provided is 

directly exploited to design the cognitive CAC scheme, which is shown to significantly outperform state of the art CAC 

techniques in a realistic scenario.

In our work on autonomous Cognitive Access Point (CogAP), we presented an application of the Cognitive Networking 

paradigm to the problem of development of autonomous cognitive networking solutions for small scale wireless network 

environments such as Wi-Fi hotspots and home networks. In these environments we typically use only one AP per service 

provider/residence for providing wireless services to the users. However, note that larger number of APs from multiple service 

providers/residences vie for bandwidth in any geographic region. Our CogAP can reduce the cost of autonomic network control 



by co-location, i.e., equipping the same AP with a cognitive functionality. Such a co-location of cognitive capability faces a set of 

resource constraints that range from processor, memory, and cognitive algorithmic complexity. We proposed an architectural 

framework for autonomous CogAP and introduced our algorithmic solutions, in which two graphical models can be employed; a 

Neural Network-based traffic predictor and a BN-based graphical model. These models make use of historical traffic traces to 

learn network traffic conditions and predict traffic loads on each of 802.11 b/g channels. The cognitive decision engine makes 

use of traffic forecasts to dynamically decide which channel is best for CogAP to operate on for serving its clients. One of the 

challenges in autonomous cognitive decision making is the computation resource constraints in today's embedded APs. To 

prove the feasibility of our solution, we developed a prototype CogAP device using cognitive software modules and off-the-shelf 

hardware components. The performance evaluation of the proposed CogAP system by conducting experimental measurements 

on our testbed platform showsthat the proposed CogAP is effective in achieving performance enhancements with respect to 

state-of-the-art channel selection strategies. One live demo of CogAP was conducted at IEEE Infocom 2010 and a second 

demo at IEEE Globecom 2010. 

Within the Subcontract awarded to the research group at the University of Padova, the research work has focused on the use of 

the CalRadio platform (developed at UCSD/CalIT2) for cognitive networking applications, and on network management issues 

in a cognitive networking context. These are key ingredients in order to make the overall system work, and the work done has 

provided seminal contributions to the field. 

In our ACM IWCMC 2010 paper, we have proposed CRABSS, the CalRAdio-Based advanced Spectrum Scanner, which is an 

open platform developed to monitor the ISM band at 2.4 GHz and to reveal opportunities for a better utilization of the available 

spectrum resources. CRABSS is built through a modular approach by integrating the development platform CalRadio 1 with the 

Unified Link Layer API (ULLA) framework. This solution provides sensing capabilities while preserving the 802.11b standard 

compatibility on the CalRadio 1 platform. Moreover, it takes advantage of the ULLA framework to export spectrum occupancy 

information to prospective cognitive radio manager engines, through a standardized set of sensing APIs. The developed tool 

has the ability to detect spectrum occupancy, with the potential to also identify the technology being used (e.g., ZigBee vs. 

Bluetooth, vs. IEEE 802.11), and is therefore a useful tool on which cognitive behaviors can be built.

Management tools are very important for the success of cognitive networking systems in a decentralized environment such as 

the one we are considering in this project. It is of fundamental importance to be able to set up a network on the fly, in the 

presence of a dynamic environment and of dynamic resource availability. In addition, it is very important that such mechanisms 

be robust to natural impairments, as well as to intentional attacks. In our Aug. 2010 IEEE Transactions on Wireless 

Communications paper, we have proposed and thoroughly analyzed a new concept of Common Control Channel that, instead 

of being implemented on a fixed frequency, is based on random encounters among nodes that hop between the various 

available frequency channels. Although this concept had been explored in the past, we greatly enhanced it by using Network 

Coding to boost the data dissemination performance on the channel, making it much more efficient than traditional schemes. By 

using such control channel, cognitive users are able to quickly set up a network and to negotiate channel occupancy in a totally 

distributed but collision-free manner. In our Aug. 2010 IEEE Wireless Communications magazine paper, we have applied 

similar concepts to the neighbor discovery problem, which is one of the most fundamental ingredients of distributed networking, 

and a key consideration in military settings. The problem to be solved is to make it possible for a node to understand who is 

present in the network, in order to give them a means to coordinate and to opportunistically access the spectrum resources. 

Another key consideration in such phase of network setup is to make this mechanism robust against interference and 

intentional jamming (e.g., meant to disrupt the network setup itself), an issues of obvious relevance to tactical scenarios. The 

proposed scheme is able to avoid occupied channels based on opportunistic detection of channel occupancies, as well as to 

withstand the loss of packets due to randomly hopping jammers, and has been shown by extensive numerical evaluations to be 

able to provide very good networking performance. As a first step, our work focused on single-hop network scenarios, and an 

interesting future direction is the extension of this work to multi-hop networks.

In our paper presented at SECON 2011, we have continued our prior work on broadcasting in a multichannel environment in 

the presence of adversaries. More specifically, we proposed an analytical framework to study broadcasting performance in 

multi channel wireless networks in the presence of adversary attacks. In order to reduce the effect of such attacks on the 

dissemination performance we used network coding and showed that it can bring significant benefits to the broadcasting 

process. We investigated the impact that different medium access, transmission schemes and channel conditions have on the 

information exchange among all nodes. We analyzed such impact in terms of reception delay and robustness with respect to 

malicious interference generated by adversary nodes. In order to do so, we modeled the process of data broadcasting as a 

coupon collector’s problem. We derived the average delay required to retrieve partial and complete information by all nodes in 

the network, and quantified the gains obtained when using a multi channel system. We took into account the presence of 

different types of adversaries and found the optimum number of channels that nodes have to access in order to minimize the 

data reception delay.

In a similar multichannel environment we also performed another study, that will be presented at GLOBECOM 2011. Random 

access techniques have traditionally been used for the design of efficient medium access control protocols for wireless 



networks where the entire bandwidth is provided to the users as a single channel to be accessed for communication. In our 

GLOBECOM paper we analyze the broadcast performance of several random access techniques in a multi channel system, 

where users can dynamically access portions of the available bandwidth at a given time and location. In order to compare these 

protocols we focus on metrics of interest such as the receiving probability, the system throughput and the network blocking 

probability. Our results show that these protocols can offer significant improvements in terms of increased system throughput 

provided that their operational parameters are carefully tuned to achieve near-optimal behavior in a multi channel setting.

We also performed a more theoretical study, related to cognitive interference management in retransmission-based wireless 

networks. Cognitive radio methodologies have the potential to dramatically increase the throughput of wireless systems. In our 

work, control strategies which enable the superposition in time and frequency of primary and secondary user transmissions are 

explored in contrast to more traditional sensing approaches which only allow the secondary user to transmit when the primary 

user is idle. In this work, the optimal transmission policy for the secondary user when the primary user adopts a retransmission 

based error control scheme is investigated. The policy aims to maximize the secondary users’ throughput, with a constraint on 

the throughput loss and failure probability of the primary user. Due to the constraint, the optimal policy is randomized, and 

determines how often the secondary user transmits according to the retransmission state of the packet being served by the 

primary user. The resulting optimal strategy of the secondary user is proven to have a unique structure. In particular, the 

optimal throughput is achieved by the secondary user by concentrating its transmission, and thus its interference to the primary 

user, in the first transmissions of a primary user packet. The rather simple framework considered in this paper highlights two 

fundamental aspects of cognitive networks that have not been covered so far: (i) the networking mechanisms implemented by 

the primary users (error control by means of retransmissions in the considered model) react to secondary users’ activity; (ii) if 

networking mechanisms are considered, then their state must be taken into account when optimizing secondary users’ 

strategy, i.e., a strategy based on a binary active/idle perception of the primary users’ state is suboptimal. This work has been 

accepted for publication in the IEEE Transactions on Information Theory. 

We also extended the scope of our approach to study the challenges in gathering network traffic information from an 

emergency response network, in a paper presented at ICADWT 2011. We discussed the non-invasive traffic sensing and 

analyzing infrastructure that we created and used for a real-world application. Then, we presented some of the performance 

observations made using our infrastructure. Network performance measurement and analysis is a challenging task for a 

large-scale emergency response network. We developed an infrastructure for non-invasive traffic monitoring that requires 

neither modifications to nor knowledge about the production emergency response network. Our non-invasive network 

measurement infrastructure was used for real-world emergency response drills such as the Golden Eagle drill conducted at 

California State University, San Marcos in May 2010. Performance observations obtained from our system show that 

non-invasive traffic monitoring is a scalable, efficient, and viable method for large-scale network monitoring and performance 

measurement. 

On the same line, we studied also the impact of physical world events on the communication activity seen in the cyber world. In 

the paper presented in ACWR'11, we show three physical world events where we conducted passive network traffic 

measurements to study the interaction between physical and cyber worlds. We consider the following types of events: an active 

shooter drill, a science festival scenario, and an emergency response drill involving a simulated dirty bomb attack. The network 

behavior during these events is contrasted with the regular network behavior. In some events, we observed substantial drop in 

network traffic whereas in some others, we noticed high traffic surge. Therefore, the deviation observed in the cyber world 

activity may be exploited to automate the detection of physical world events. The drills also involved setting up of wireless mesh 

network infrastructure to assist first responders in their rescue operations and provide Internet connectivity to attendees of 

science festival. Our passive network measurements provided valuable insights which would help us in configuring wireless 

mesh network testbeds more efficiently and thereby providing efficient coordination of the response activity and saving human 

lives and properties.
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jamming attacks, studying the problem both with a theoretical and a simulative approach.  
We concluded our work with a practical case of study, in which we observed the 
challenges in gathering network traffic information from an emergency response network 
and we studied three physical world events where we conducted passive network traffic 
measurements to study the interaction between physical and cyber worlds. 
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In our work on the application of cognition loop on the protocol stack, published in the 
proceedings of IEEE GLOBECOM 2010 and IEEE MILCOM 2010, we used a 
probabilistic graphical modeling approach, Bayesian Networks (BNs), in order to create a 
representation of the dependency relationships between significant parameters spanning 
transport and medium access control (MAC) layers in single-hop and multi-hop wireless 
network environments. We made two key contributions: first, in single-hop networks, we 
created graphical models from historical data observed from the protocol stack and 
verified their usefulness and second, we created a BN consists of MAC and transport 
parameters and used that BN graph to estimate the possibility of network congestion.  
That is, we exploit our BN models to face one of the problems of the TCP protocol, 
which does not have any mechanism to infer when congestion occurs in the network and 
therefore waits till some packets are lost for reacting to congestion in the network. Such a 
reactive nature of TCP leads to wastage of precious network resources like bandwidth 



and power. With the help of BN structure derived from network environment and current 
network state, we showed how to infer in advance the congestion state of the network. 
Additionally, we constructed BNs for different network environments by sampling 
network parameters on-the-fly in simulated network environments. We found that it is 
possible to predict the congestion state of network with quite good accuracy given 
sufficient training samples and the current value of the TCP congestion window.  
Conclusions of our results on this direction include: (i) BN is a useful tool for cognitive 
networking to determine, represent and exploit the probabilistic dependencies and 
conditional independencies between protocol parameters, (ii) exploiting BN, we can 
design an inference engine to accurately predict the behavior of protocol parameters, and 
(iii) we can obtain useful insights on the influence of the data size used for training on the 
accuracy of network parameter behavior prediction.  
 
This approach has been extended to out stack parameters in our work presented at IEEE 
ANTS 2010. Bayesian Networks (BNs) has been exploited for capturing the spatio-
temporal factors in cognitive networks. In this work a BN makes use of historical 
network information to learn the network behavior across spatio-temporal-spectral 
dimensions and predicts best configuration for each Access Point (AP) in a Wireless 
LAN (WLAN) system. We further present the application of BNs for traffic prediction as 
well as channel selection in a cognitive WLAN scenario. Our results prove that the space 
and time are critical factors that can impact the performance of the network 
configuration. We noticed improvement in traffic prediction accuracy and channel 
selection accuracy, respectively, of 35% and 40%, when using space and time 
information. 
 
In order to complete this line of research on cognitive networking, we analyzed also the 
traffic sensing and characterization block of our cognitive networking systemsin a work 
published in Elsevier computer Networks journal. We figured out that it is very 
challenging to perform traffic characterization in multi- channel multi-radio wireless 
networks. Due to the presence of network traffic in multiple channels, the existing count-
based packet sampling methods demand continuous capture on each channel to be 
effective; this requires a dedicated wireless interface per channel, and hence the existing 
sampling methods require a very expensive infrastructure and have poor scalability. 
Time-based sampling methods, on the other hand, offer a cost-effective and scalable 
solution by reducing the amount and cost of the resources necessary to monitor and 
characterize the wireless spectrum. 
The contributions of this work include the following: (i) a discussion of packet sampling 
techniques for traffic sensing in multi-channel wireless networks, (ii) a comparison of 
various time-based sampling strategies using the Kullback–Leibler divergence (KLD) 
measure, (iii) a study on the effect of the sampling parameters on the accuracy of the 
sampling strategies, (iv) development of sampling accuracy graphs for easing the process 
of best sampling scheme selection in multi-channel wireless networks, (v) the proposal of 
a new metric (traffic intensity) which estimates the busyness of channels by taking into 
consideration not only the successfully received packets but also corrupt or broken 
packets, (vi) implementation of time-based sampling in a prototype traffic sensor device 
for multi-channel traffic sensing in IEEE 802.11 b/g networks, and (vii) characterization 



of a campus IEEE 802.11 network environment in a spatio-temporal–spectral fashion 
using sampled traffic traces collected by traffic sensors. 
 

 
The use of Bayesian Networks has been extended to a different scenario compared to 
those considered in the first year. Specifically, we studied their application to cognitive 
admission control in VoIP over IEEE 802.11 networks. In a paper we will present at 
GLOBECOM 2011, we address the problem of provisioning Quality of Service (QoS) to 
Voice over IP applications in a Wireless LAN scenario based on the IEEE 802.11 
standard. We propose the use of a Cognitive Network approach to design a Call 
Admission Control (CAC) scheme, according to which each user stores relevant 
information on its past network experience and then uses such information to build a 
Bayesian Network (BN), a probabilistic graphical model to describe the statistical 
relationships among network parameters. The BN is exploited to predict the voice call 
quality, as a function of the Link Layer conditions in the particular scenario considered. 
Such prediction on the present and future values of the QoS provided is directly exploited 
to design the cognitive CAC scheme, which is shown to significantly outperform state of 
the art CAC techniques in a realistic scenario. 

 
In our work on autonomous Cognitive Access Point (CogAP), we presented an 
application of the Cognitive Networking paradigm to the problem of development of 
autonomous cognitive networking solutions for small scale wireless network 
environments such as Wi-Fi hotspots and home networks. In these environments we 
typically use only one AP per service provider/residence for providing wireless services 
to the users. However, note that larger number of APs from multiple service 
providers/residences vie for bandwidth in any geographic region. Our CogAP can reduce 
the cost of autonomic network control by co-location, i.e., equipping the same AP with a 
cognitive functionality. Such a co-location of cognitive capability faces a set of resource 
constraints that range from processor, memory, and cognitive algorithmic complexity. 
We proposed an architectural framework for autonomous CogAP and introduced our 
algorithmic solutions, in which two graphical models can be employed; a Neural 
Network-based traffic predictor and a BN-based graphical model. These models make 
use of historical traffic traces to learn network traffic conditions and predict traffic loads 
on each of 802.11 b/g channels. The cognitive decision engine makes use of traffic 
forecasts to dynamically decide which channel is best for CogAP to operate on for 
serving its clients. One of the challenges in autonomous cognitive decision making is the 
computation resource constraints in today's embedded APs. To prove the feasibility of 
our solution, we developed a prototype CogAP device using cognitive software modules 
and off-the-shelf hardware components. The performance evaluation of the proposed 
CogAP system by conducting experimental measurements on our testbed platform 
showsthat the proposed CogAP is effective in achieving performance enhancements with 
respect to state-of-the-art channel selection strategies. One live demo of CogAP was 
conducted at IEEE Infocom 2010 and a second demo at IEEE Globecom 2010.  
 
Within the Subcontract awarded to the research group at the University of Padova, the 
research work has focused on the use of the CalRadio platform (developed at 
UCSD/CalIT2) for cognitive networking applications, and on network management 



issues in a cognitive networking context. These are key ingredients in order to make the 
overall system work, and the work done has provided seminal contributions to the field.  
 
In our ACM IWCMC 2010 paper, we have proposed CRABSS, the CalRAdio-Based 
advanced Spectrum Scanner, which is an open platform developed to monitor the ISM 
band at 2.4 GHz and to reveal opportunities for a better utilization of the available 
spectrum resources. CRABSS is built through a modular approach by integrating the 
development platform CalRadio 1 with the Unified Link Layer API (ULLA) framework. 
This solution provides sensing capabilities while preserving the 802.11b standard 
compatibility on the CalRadio 1 platform. Moreover, it takes advantage of the ULLA 
framework to export spectrum occupancy information to prospective cognitive radio 
manager engines, through a standardized set of sensing APIs. The developed tool has the 
ability to detect spectrum occupancy, with the potential to also identify the technology 
being used (e.g., ZigBee vs. Bluetooth, vs. IEEE 802.11), and is therefore a useful tool on 
which cognitive behaviors can be built. 
 
Management tools are very important for the success of cognitive networking systems in 
a decentralized environment such as the one we are considering in this project. It is of 
fundamental importance to be able to set up a network on the fly, in the presence of a 
dynamic environment and of dynamic resource availability. In addition, it is very 
important that such mechanisms be robust to natural impairments, as well as to 
intentional attacks. In our Aug. 2010 IEEE Transactions on Wireless Communications 
paper, we have proposed and thoroughly analyzed a new concept of Common Control 
Channel that, instead of being implemented on a fixed frequency, is based on random 
encounters among nodes that hop between the various available frequency channels. 
Although this concept had been explored in the past, we greatly enhanced it by using 
Network Coding to boost the data dissemination performance on the channel, making it 
much more efficient than traditional schemes. By using such control channel, cognitive 
users are able to quickly set up a network and to negotiate channel occupancy in a totally 
distributed but collision-free manner. In our Aug. 2010 IEEE Wireless Communications 
magazine paper, we have applied similar concepts to the neighbor discovery problem, 
which is one of the most fundamental ingredients of distributed networking, and a key 
consideration in military settings. The problem to be solved is to make it possible for a 
node to understand who is present in the network, in order to give them a means to 
coordinate and to opportunistically access the spectrum resources. Another key 
consideration in such phase of network setup is to make this mechanism robust against 
interference and intentional jamming (e.g., meant to disrupt the network setup itself), an 
issues of obvious relevance to tactical scenarios. The proposed scheme is able to avoid 
occupied channels based on opportunistic detection of channel occupancies, as well as to 
withstand the loss of packets due to randomly hopping jammers, and has been shown by 
extensive numerical evaluations to be able to provide very good networking performance. 
As a first step, our work focused on single-hop network scenarios, and an interesting 
future direction is the extension of this work to multi-hop networks. 
 
In our paper presented at SECON 2011, we have continued our prior work on 
broadcasting in a multichannel environment in the presence of adversaries. More 



specifically, we proposed an analytical framework to study broadcasting performance in 
multi channel wireless networks in the presence of adversary attacks. In order to reduce 
the effect of such attacks on the dissemination performance we used network coding and 
showed that it can bring significant benefits to the broadcasting process. We investigated 
the impact that different medium access, transmission schemes and channel conditions 
have on the information exchange among all nodes. We analyzed such impact in terms of 
reception delay and robustness with respect to malicious interference generated by 
adversary nodes. In order to do so, we modeled the process of data broadcasting as a 
coupon collector’s problem. We derived the average delay required to retrieve partial and 
complete information by all nodes in the network, and quantified the gains obtained when 
using a multi channel system. We took into account the presence of different types of 
adversaries and found the optimum number of channels that nodes have to access in order 
to minimize the data reception delay. 
 
In a similar multichannel environment we also performed another study, that will be 
presented at GLOBECOM 2011. Random access techniques have traditionally been used 
for the design of efficient medium access control protocols for wireless networks where 
the entire bandwidth is provided to the users as a single channel to be accessed for 
communication. In our GLOBECOM paper we analyze the broadcast performance of 
several random access techniques in a multi channel system, where users can 
dynamically access portions of the available bandwidth at a given time and location. In 
order to compare these protocols we focus on metrics of interest such as the receiving 
probability, the system throughput and the network blocking probability. Our results 
show that these protocols can offer significant improvements in terms of increased 
system throughput provided that their operational parameters are carefully tuned to 
achieve near-optimal behavior in a multi channel setting. 
 
We also performed a more theoretical study, related to cognitive interference 
management in retransmission-based wireless networks. Cognitive radio methodologies 
have the potential to dramatically increase the throughput of wireless systems. In our 
work, control strategies which enable the superposition in time and frequency of primary 
and secondary user transmissions are explored in contrast to more traditional sensing 
approaches which only allow the secondary user to transmit when the primary user is 
idle. In this work, the optimal transmission policy for the secondary user when the 
primary user adopts a retransmission based error control scheme is investigated. The 
policy aims to maximize the secondary users’ throughput, with a constraint on the 
throughput loss and failure probability of the primary user. Due to the constraint, the 
optimal policy is randomized, and determines how often the secondary user transmits 
according to the retransmission state of the packet being served by the primary user. The 
resulting optimal strategy of the secondary user is proven to have a unique structure. In 
particular, the optimal throughput is achieved by the secondary user by concentrating its 
transmission, and thus its interference to the primary user, in the first transmissions of a 
primary user packet. The rather simple framework considered in this paper highlights two 
fundamental aspects of cognitive networks that have not been covered so far: (i) the 
networking mechanisms implemented by the primary users (error control by means of 
retransmissions in the considered model) react to secondary users’ activity; (ii) if 



networking mechanisms are considered, then their state must be taken into account when 
optimizing secondary users’ strategy, i.e., a strategy based on a binary active/idle 
perception of the primary users’ state is suboptimal. This work has been accepted for 
publication in the IEEE Transactions on Information Theory.  
 
We also extended the scope of our approach to study the challenges in gathering network 
traffic information from an emergency response network, in a paper presented at 
ICADWT 2011. We discussed the non-invasive traffic sensing and analyzing 
infrastructure that we created and used for a real-world application. Then, we presented 
some of the performance observations made using our infrastructure. Network 
performance measurement and analysis is a challenging task for a large-scale emergency 
response network. We developed an infrastructure for non-invasive traffic monitoring 
that requires neither modifications to nor knowledge about the production emergency 
response network. Our non-invasive network measurement infrastructure was used for 
real-world emergency response drills such as the Golden Eagle drill conducted at 
California State University, San Marcos in May 2010. Performance observations obtained 
from our system show that non-invasive traffic monitoring is a scalable, efficient, and 
viable method for large-scale network monitoring and performance measurement.  
 
On the same line, we studied also the impact of physical world events on the 
communication activity seen in the cyber world. In the paper presented in ACWR'11, we 
show three physical world events where we conducted passive network traffic 
measurements to study the interaction between physical and cyber worlds. We consider 
the following types of events: an active shooter drill, a science festival scenario, and an 
emergency response drill involving a simulated dirty bomb attack. The network behavior 
during these events is contrasted with the regular network behavior. In some events, we 
observed substantial drop in network traffic whereas in some others, we noticed high 
traffic surge. Therefore, the deviation observed in the cyber world activity may be 
exploited to automate the detection of physical world events. The drills also involved 
setting up of wireless mesh network infrastructure to assist first responders in their rescue 
operations and provide Internet connectivity to attendees of science festival. Our passive 
network measurements provided valuable insights which would help us in configuring 
wireless mesh network testbeds more efficiently and thereby providing efficient 
coordination of the response activity and saving human lives and properties. 
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